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ABOUT DIGIPOLIS

A  u n i q u e  c i t y  a l s o  w a n t s  t o  b e  t h e  b e s t  i n  t h e  d i g i t a l  w o r l d .  T h a t  i s

w h y  A n t w e r p  r e l i e s  o n  t h e  p e o p l e  o f  D i g i p o l i s  f o r  t h e i r  I C T  s e r v i c e s .

D i g i p o l i s  d e v e l o p s  s o f t w a r e ,  i m p l e m e n t s  h a r d w a r e ,  n e t w o r k s  a n d

t e l e p h o n y  i n f r a s t r u c t u r e s .  I n  a d d i t i o n ,  t h e y  g u i d e  t h e i r  c o l l e a g u e s

a t  A n t w e r p  C i t y ,  O C M W ,  Z o r g b e d r i j f  A n t w e r p e n  a n d  t h e  p o l i c e ,  t h e y

r e a l i z e  I C T  p r o j e c t s  a n d  t h e y  p r o v i d e  q u a l i t a t i v e  a n d  s t a b l e  s u p p o r t

f o r  t h e  o p e r a t i o n a l  a p p l i c a t i o n s  a n d  i n f r a s t r u c t u r e .
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A flexible and future-proof Identity and Access Management engine
 
IS4U was tasked with building ,  implementing  and expanding  the Identity  and Access
Management Engine.  This ensures that  the ICT solut ions in the Digipol is  IT ecosystem
have a f lexible and future-proof  IAM engine.

Digipol is  had a number of  specif ic  objectives in mind,  such as  user registration,
authentication levels,  delegated role management,  authorization for the
development platform of the Digipolis  IT ecosystem, Single Sign-On (SSO) across all
organizations,  integration with Apache Kafka and custom login options per
organization.

User Registration 

Users do not need to register  themselves,  but  are automatical ly  added after
federation with exist ing external  identity  providers.
An authorizat ion system has been set  up for  developers who col laborate on an
applicat ion via the development platform of  the Digipol is  IT ecosystem. A
tai lor-made API was made avai lable for  this.
For managing users and groups to simpli fy  integration with other components
in the Digipol is  IT ecosystem, the implementation of  a  tai lor-made API in
Keycloak was real ized.

Authentication Levels

The integration of  the 'A-prof i le  login system' has been enabled in Keycloak,  so
that i t  can be used as one of  the avai lable ' identity  providers'  in  the system.
Furthermore,  a  required 'authenticat ion level '  was set  per appl icat ion,  whereby
logging in with a username and password gives a lower level  than via ItsMe or
eID.  The authenticat ion level  that  can be reached with a login method has also
been made adjustable per tenant.
The expension of  Keycloak has the advantage of  redirecting users with an
authenticat ion level  that  is  too low to the correct  authenticat ion mechanism in
order to achieve the intended security  level .  I f  this  cannot be achieved,  the
user wil l  be refused to login to the desired system. This is  known as Step-Up
Authentication .  

THE CHALLENGE

OUR APPROACH



Delegated role management

Each organizat ion can determine for  i tself  what the registrat ion options are.

Digipol is  can delegate the management of  the roles/permissions of  the appl icat ions
to the responsible per organizat ion (admins).  This al lows the organizat ions,  among
other things,  to determine the roles and r ights within their  own organizat ion.

Single Sign-On (SSO) across all  organizations

Although Single Sign-On (SSO)  had to be provided across al l  organizat ions (cross-
tenant Single Sign-On),  Digipol is  wanted to segment the users (subset of  users per
organizat ion).  Once a user has authenticated with a part icular  organizat ion,  they do
not have to authenticate again,  even i f  i t  is  an appl icat ion from another organizat ion.
Example:  I  register  for  an appl icat ion from Antwerp (as an employee of  Antwerp,
with my M-prof i le) ,  then I  browse to an appl icat ion from 'Het stedel i jk  Onderwijs ' :  I
do not have to reauthenticate (unless the appl icat ion requires a higher
authenticat ion level  or  my session has expired).

Integration with Apache Kafka

Final ly,  an integration with Apache Kafka has been set  up,  which was already in use
within Digipol is.  User events are propagated to various components of  the
development platform of  the Digipol is  IT ecosystem, as well  as to other appl icat ions.
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Commissioned by Digipol is,  IS4U implemented an Identity  and Access Management
engine for  the Digipol is  IT ecosystem.

The analysis  and architecture of  the engine was based on the above requirements,
prepared by Digipol is,  whereby the implementation of  the access manager was set  up
via high avai labi l i ty  clustering.

A high-avai labi l i ty  cluster  can be seen as a group of  computers that  support  certain
server appl icat ions (hosts)  that  work together as one system and guarantee continuous
up-t ime.  These 'high avai labi l i ty '  c lusters are used for  traff ic  distr ibution,  backup and
fai lover.

Implementation of  the access
manager;  Keycloak: To meet al l
engine requirements,  including
clustering for  high avai labi l i ty.

Step-up Authentication:  Expension of
Keycloak to al low users to reach the
intended level  of  authenticat ion.

API  for  managing users and groups to
simplify  integration with the rest  of  the
Digipol is  IT ecosystem.

Just-in-time user provisioning  of
federated users:  based on the
information provided to us by the
identity  providers.

Multi-tenancy: organizat ions can,
among other things,  determine the
roles and r ights within their  own
organization.

Cross tenant Single Sign-On (SSO):  a
session set  up by one tenant can be
used later  by another tenant after
val idation of  the achieved
authenticat ion level .  This way the
user does not have to log in every
single t ime,  but his  exist ing session
can be reused.

Integration of  Keycloak  with Apache
Kafka  to  which other appl icat ions can
then subscribe.

Setting up federation with ACM
(Flemish digital  access management)
using OpenID Connect (one t ime
password,  SMS & ItsMe) .

Setting up a federation with the
identity  provider of  Antwerp (for  both
A-prof i le  and M-prof i le) .

IN NEED OF AN 'IDENTITY AND ACCESS MANAGEMENT' SOLUTION?

Our experts advise and inspire you for  the r ight  tai lor-made strategy.
With the r ight  strategy and approach,  your appl icat ions are ready for

the future!
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