
SCIENSANO

IS4U

"IS4U WAS SELECTED BY SCIENSANO TO WORK OUT THE
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THE CLIENT

S c i e n s a n o  i s  a  f e d e r a l  r e s e a r c h
i n s t i t u t e  a n d  t h e  n a t i o n a l  p u b l i c
h e a l t h  i n s t i t u t e  o f  B e l g i u m .
S c i e n s a n o  e m p l o y s  m o r e  t h a n  7 0 0
p e o p l e  w h o  c o m m i t  t h e m s e l v e s ,
e v e r y  d a y ,  t o  a c h i e v e  t h e i r  m o t t o :
“ H e a l t h y  a l l  l i f e  l o n g ” .

S c i e n s a n o  c a n  c o u n t  o n  t h e  m o r e
t h a n  1 0 0  y e a r s  o f  s c i e n t i f i c
e x p e r t i s e  o f  t h e  f o r m e r  V e t e r i n a r y
a n d  A g r o c h e m i c a l  R e s e a r c h  C e n t r e
( C O D A - C E R V A )  a n d  t h e  e x - S c i e n t i f i c
I n s t i t u t e  o f  P u b l i c  H e a l t h  ( W I V -
I S P ) .

Sciensano required a modern  and customizable  open-source solut ion for  their  Access
Management chal lenge.  They have mult iple appl icat ions running which should be
accessible for  the same group of  people.  To provide a more secure and user-friendly
experience  they needed an eff ic ient  and effect ive Access Management (AM) solut ion.

This AM solut ion should integrate with the Sciensano  Act ive Directory ( for  internal
users)  and with the external  identity  provider ‘eHealth ’ .  The ‘eHealth’  authenticat ion
solution gives external  users ( l ike doctors and other medical  staff)  the opportunity to
access Sciensano’s appl icat ions in a safe and secure way.

Sciensano’s access manager needed to function as both the Policy Decision Point (PDP)
and the  Policy Enforcement Point (PEP) ;  in  this  way they wil l  be able to restr ict  the
access to appl icat ions on a group basis.
Last  but not  least,  a  high availabil ity  deployment method was required as downtime
cannot be al lowed with sensit ive data.

THE CHALLENGE
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THE TECHNOLOGY

After  completing an in-depth analysis  of  the
requirements for  the Sciensano’s Access
Manager,  Keycloak was chosen for  this
project.  The Open-Source solut ion is
complete,  powerful  and continuously
maintained,  with state-of-the-art
functional it ies concerning security  and
performance.
Another big advantage of  the Keycloak
solution is  the scalabi l i ty,  i t  is  capable of
managing a nearly  l imit less number of
accounts,  adaptable to dif ferent needs.  

THE APPROACH
HIGH AVAILABILITY AND DATA
CONSISTENCY

To ensure optimal  avai labi l i ty  of  the
platform the design made sure services are
always avai lable and up and running.  The
Access Manager runs on mult iple
independent servers;  al lowing for
automatic fai lover i f  one fai ls  to make sure
applicat ions are accessible at  al l  t imes.
In order to guarantee data consistency;
data is  continuously synced in a
synchronous manner in order to minimize
data loss when a server fai ls  or  crashes.
As a result  of  this  deployment,  the
enduser’s  r isk of  downtime or  loss of  data
is  kept to a minimum while al lowing
necessary part ies to be informed about any
downtime or  server problems.

ACTIVE DIRECTORY & FEDERATION
WITH EHEALTH IDENTITY
PROVIDER

The Sciensano Active Directory was
configured as a user storage provider in
Keycloak.  Next to the Active Directory,  a
federation with the eHealth identity
provider was setup as well .  This  is  done by
a concept cal led ‘Identity  Brokering’ .  An
Identity  Broker is  an intermediary service
that connects mult iple service providers
with dif ferent identity  providers.  As an
intermediary service,  the identity  broker is
responsible for  creating a trust  relat ionship
with an external  identity  provider in order
to use i ts  identit ies to access internal
services exposed by service providers.  

CUSTOM KEYCLOAK EXTENSION
(PDP AND PEP)

A custom Keycloak extension was written
and deployed to restr ict  or  gain access to
appl icat ions from within Keycloak;  based
on the groups of  the authenticated user.
These groups are defined within the
Sciensano Active Directory or  within the
external  Identity  provider ‘Ehealth’ .
Each group gives specif ic  roles to a user,
whether or  not  a user has a specif ic  role,
dictates i f  he/she has access to the
requested appl icat ion.  

SCIENSANO LOOK AND FEEL

On top of  al l  that  we created a custom theme with the Sciensano look-and-feel  for  the
Keycloak appl icat ion.  Sciencano’s logo,  color  schemes and branding wil l  add an extra level
of  famil iar ity,  consistency and sense of  security  to the appl icat ion.



Sciensano is  currently  enjoying a ful ly  functioning,  open source,  access
management solut ion,  which is  Keycloak.  Furthermore,  any new
applicat ion can be easi ly  added,  as long as they support  SAML 2.0 or
OpenID Connect 1.0.

The Keycloak Solut ion was designed keeping new requirements or
standards in mind al lowing new functional it ies to be added without any
hassle.
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THE RESULT

IN NEED OF AN ACCESS MANAGEMENT SOLUTION?

Our experts advise and inspire you in determining the r ight
Identity  and Access Management strategy.

With the r ight  strategy,  your appl icat ions wil l  be ready for
the future.

WWW.IS4U.BE INFO@IS4U.BE

IS4U
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